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ABSTRACT

Graceful Labeling on graph G = (V,E) is an injective function f from the set of vertex V(G) to
the set of numbers {0,1,2,..., |E(G)|} which induces bijective function f from the set of edges
E(G) to the set of numbers {1,2,..., |E(G)|} such that for each edge uv € E(G) with u,v € V(G) in
effect f(uv) = |f(u) — f(v)|. Meanwhile, the Skolem graceful labeling is a modification of the
Graceful labeling. The graph has graceful labeling or Skolem graceful labeling is called graceful
graph or Skolem graceful labeling graph. The graph used in this study is the U-star graph,
which is denoted by U(S,). The purpose of this research is to determine the pattern of the
graceful labeling and skolem graceful labeling on graph U(S,) apply it to cryptography
polyalphabetic cipher. The research begins by forming a graph U(S,) and they are labeling it
with graceful labeling and Skolem graceful labeling. Then, the labeling results are applied to
the cryptographic polyalphabetic cipher. In this study, it is found that the U(S,) graph is a
graceful graph and a Skolem graceful graph, and the labeling pattern is obtained. Besides, the
labeling results on a graph it U(S,,) can be used to form a table U(S,) polyalphabetic cipher.
The table is used as a key to encrypt messages.
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1. Introduction

Research on graceful labeling and skolem graceful labeling has been a lot of. Examines
the graceful labeling, Skolem graceful labeling, and rho topi labeling on A-star and H-
star graphs are found in [1]. However, this research was not included in the
development of cryptography. Further research study emphasizes the use of graceful
labeling on symmetric trees for cryptography polyalphabetic [2]. Therefore, in this
study, the researcher examines the graceful labeling and Skolem graceful labeling a
graph and its application to develop cryptography polyalphabetic.

Cryptography is both a science and an art to maintaining the confidentiality of
messages. The confidentiality of the message is obtained by encoding the message into
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certain codes. Cryptography is subject contains two parts one is encryption and another
one decryption. Encryption is a process of converting plaintext to ciphertext. Decryption
is a process of converting the ciphertext to plaintext [3]. Cryptography is categorized
into two, namely classical cryptography and modern cryptography [4]. Classical
cryptography consists of several types, one of which is cryptography polyalphabetic.
Cryptography polyalphabetic cryptography is constructed based on substitution, in
particular, using many variables [2].

Cryptography polyalphabetic can be built from various mathematical concepts, one of
which is a graph. One of the interesting topics in graph theory that can be applied to
cryptography polyalphabetic is graph labeling. A graph labeling assigns integers to the
vertices or edges or both subject to a certain condition [5]. In this study, the types of
labeling used for the development of cryptography polyalphabetic are graceful labeling
and skolem graceful labeling. Skolem graceful labeling on graph G = (V,E) is
modification of graceful labeling, i.e. an injective function f of the set of vertex V(G) to
the set of numbers {0,1,2,...,|E(G)|} which induces the bijective function f from the set
of edges E(G) to the set of numbers {1,2,..., |E(G)|} where each edge uv € E(G) with the
vertex u,v € V(G) applies f(uv) = |f(u) — f(v)|.

The graph used in this study is a U-star graph (U(S,,)) withn > 2 and n € N. The choice
of U-star graph is based on the background of the A-star graph and H-star graph where
for each vertex having a degree of one on graph A and graph H being the centre of the
star graph S,,. Then an idea arises if the path graph B, with n = 4 is modified to form a
graph U, where for each vertex having a degree of one on graph U is used as the center
of the star graph S,. So, construct a new graph, namely the U-star graph, denoted by
U(Sy). This study aims to determine the pattern of graceful labeling and skolem graceful
labeling graph U-star (U(S,)) and a graph S, 3 as well as its application to cryptography
polyalphabetic. The research begins by reviewing the literature that supports this
research. The next is to form a U-star (U(S,)) graph and label the graph with graceful
labeling step and Skolem graceful labeling. Then the labeling results were applied to the
development of cryptography polyalphabetic.

2. Preliminaries

Before discussing graceful labeling and Skolem graceful labeling and its application to
cryptography polyalphabetic, it must first be given the definition of graphs, degree,
order, size, incident, adjacent to cryptography polyalphabetic, which is then used as the
basis for further discussion.

Definition 1. [6] A simple graph G is an ordered pair of sets V(G) and E(G) such that the
elements of E(G) are unordered pairs of distinct elements of V(G). The elements of V(G) are
called the vertices and the elements of E(G) the edges.

Example 1. Given a graph G with the set of vertices V(G) = {v;,v;, V3,4, Vs5} and the

set of edges E(G) = {ey, ey, e3,e4,€5,65} Where e; = v1V,, €, = U,V3, €3 = U3ly, €, =
V4Vs, €5 = V1Vs, €g = Vs So the graph in Figure 1 follows.
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Figure 1. Graph G

The next discussion is about a degree, order, size, adjacent, incident, and cryptography
polyalphabetic, as outlined in Definition 2, Definition 3, Definition 4, and Definition 5.

Definition 2. [7] The degree of a vertex v in a graph G is the number of edges incident to the
vertex v.

Definition 3. [8] Given a graph G. The number of vertex on graph G is called the order and the
number of edges on graph G is called the size. The order of the graph G is denoted by |V (G)| and
the size of the graph G is denoted by |E (G)|.

Based on Figure 1, it is obtained that |[V(G)| = 5 and |E(G)| = 6.

Definition 4. [9] Given two vertices u and v, if u,v € E then u and v are said to be adjacent.
Furthermore, if an edge e € E(G) has a vertex v as an endpoint, then v are said incident with
e.

Based on Figure 1, it is found that vertex v; and v, are called adjacent, while e, incident
with vertex v; and v,.

Definition 5. [2] Cryptography polyalphabetic cipher is a cipher constructed based on
substitution, specifically using many letter substitution of the alphabet.

The following is given in Figure 2 to show a diagram of the encryption process and
message description.

plaintext ; i . .
ecryption |-CONEMeXt  eeryption | Piaintext

Figure 2. Encryption and description process

Given the definition of U-star (U(S,)) in Definition 6 below.

Definition 6. A U-star graph is a graph obtained from the amalgamation of vertex of a graph P,
a shaped U-with 2-star graphs (Sy) where each vertex has a degree of one on graph P, is the center
of the star graph (Sy,).

The U-star graph (U (S;)) can be seen in Figure 3 below.
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Figure 3. U-Star Graph (U(S,,))

Based on Figure 3, shows that the graph of U-Star (U(S,)) has 2n + 4 vertices and 2n +3
edges.

3. Result and Discussion
3.1. Graceful Labeling and Skolem graceful labeling on U-star Graph

Before discussing graceful labeling and Skolem graceful labeling graph U-Star (U(S,)),
it must first be defined graceful labeling and Skolem graceful labeling as follows.

Definition 7. [10] Graceful labeling on graph G = (V, E) is an injective function f of the set of
vertexs V (G) to the set of numbers {0,1,2,..., |E(G)|} which induces the bijective function f from
the set of edges E(G) to the set of numbers {1,2,...,|E(G)|} where each edge uv € E(G) with
the vertex u, v € V(G) applies f(uv) = |f(u) — f(v)|.

Definition 8. [11] A graph G = (V, E) is said to be Skolem graceful labeling if there exists an
injective function g of the set of vertices V(G) to the set of numbers {1,2,..., |V (G)|} such that
the induced function g from the set of edges E (G) to the set of numbers {1,2,...,|E(G)|}, defined
by g(uv) = |g(u) — g(v)| is a bijection, where uv € E(G).

Based on Figure 3, the U-star (U (S,,)) graph and the S, graphs can be constructed into a
graceful graph and a Skolem graceful as outlined in the following theorems.

Theorem 1. The U-star graph (U(S,)) is a graph graceful forn > 2,n € N.

Proof Given the graph U-Star (U (Sn)) for n > 2, n € N. Based on Figure 3, it is known
that  V(U(Sp) = {a1, az as, aq, b, .., b}, .., b3, bZ,..,b%, ..,b3} and E(U(S,)) =
{@m@ms1, A1bY, .., a1b}, ..., a1b}, asb?, ..., azb?, ..., asb2} withm = 1,2 and 3. Besides, it
is known that the graph U-Star (U(S,)) has as many vertex 2n + 4 and the total 2n +3.
The pattern of labeling graceful on graph U(S,,) as follows.

fa)=0

f(a2)=2n+2

flas)=n

f(a4)=12 3 fi=1
n+ 3, ifi=

f(bil)={2n+3—i, ifi>1

e ={n+ (%) 'if'i <2
n—({—2), ifi> 2
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Where i = 1,2,...,n.

1. We will prove that every n >2,n € N,the function f maps V(U (Sn)) to
0,1,2,...| E(USY)}
a. For vertex a;,a,,as and a,
Known that f(a;) =0,f(a;) =2n+ 2,f(az) =n and f(a,) = 1 so that for every
n = 2 then f(a,), f(ay), f(az) and f(a,) always map to {0,1,2, ..., |2n + 3|}.
b. For vertex b} dengani =1,2,...,n
Know f(b!) = 2n + 3toi = land f(b}) = 2n + 3 —ifori >1.

Casel:i=1
Since n = 2, then obviously f(bl-l) always mapped to {0,1,2, ... ,|2n + 3|}
Case2:i>1
Sincei> landn =2,then2 <n <2n + 3—i <2n + 3. Otherwise
0 < 2,consequently 0 <2n + 3 —i <2n + 3.So that we get
0 < f(b}) <2n + 3.
c. Forb? withi=1,2,..,n

Know f(bl-z) =n+ (%) fori <2and f(bl-z) =n(i—2)fori>2.

Casel:i <2
Sincei < 2andn > 2,thenn<n + (%) < 2n. Besides that 0 < n and

2n <2n + 3,consequently 0 <n + (%) < 2n + 3.So that we get
0 < f(b?) <2n + 3.
Case2:i > 2
Sincei > 2andn > 2,then2 <n— (i —2) <n.Besides that 0 < 2 and
n < 2n + 3,consequently 0 <n— (i —2) <2n + 3.So that
0 < f(b?) <2n + 3.
Thus, it is proved that the function f maps V(U(S,)) t0 {0,1,2, ..., | E(U(S,))[}-

2. We show that f the function is injective
a. To vertex a, and as
Given f (ap = 2n + 2and f (a3 = n with n > 2. Based on the pattern of graceful
labeling on vertices a, and a3, it can be seen that the labels at vertices a, and a; are
injective to {0,1,2,...,| 2n + 3.
b. For vertex b}
Know f(b!) = 2n + 3toi = land f(b}) = 2n + 3 —ifori >1.

Casel:i =1

Based on the labeling pattern graceful defined at a vertex b{, it can be seen
that the label at the vertex b11 is injective to {0,1,2, ...,| 2n + 3|}

Case2:i> 1

Take any vertex b}, bi € V (U (S,)) where f (b}) = f (bg). Define

f) =2n+ 3—iand f(bi) = 2n + 3 — k. Since f (b}) = f (b) then
2n + 3—1i = 2n + 3 —k, consequently i = k. Since = k,bi1 = b,%.

c. For vertex b?

JJoM | Jambura J. Math. 107 Volume 3 | Issue 2 | July 2021



M. Pasaribu, et.al

Know f(b?)=n + (2) for i <2 and f(b?) = n (i — 2) for i >2. Take any vertex

i

b, b €V (U (Sn)) where f (b7) = f (bp).

Casel:i <2
Define f (b?) = n + (%) and f (b)) = n + (%) Since f (b?) = f (b?) then
n + (%) =n+ (%), the resultis i = k.Since = k, bl-2 = b,f. So it is proven
that f (b?) is an injective function towards {0, 1,2,...,| 2n + 3|}
Case2:i > 2
Define f (b?) = n— (i—2)and f (b?) = n— (k — 2). Since
f (b)) =f (b2) then n— (i —2) = n— (k — 2), the result is i = k. Since
i =k , b?=b;. So, it is proven that f (b?) is an injective function
concerning {0,1,2, ...,[2n + 3|}.

Therefore, it is proven that f injective function.

3. It will be proved that f(a,am + 1), f(aib}) and f(a,b?) are bijective functions.

It is known that the side of the graph U (S,,) is @m@m + 1, a1b} and a,b? wherem =
1,2,3andi = 1,2,..,n. Furthermore, it is known that the set of sides E (U (S;,)) is
mapped to the set of numbers {1,2, ..., | E (U (Sn)) |}, meaning that there are as many
as | E (U (Sn))| numbers to label the set of sides E (U (Sn)). So to prove that
flamam+1), f (albil) and f (a4bi2) are bijective functions, it is sufficient to prove
that f(amam + 1), f(albl-l) and f(a4bl-2 ) is always different for m = 1,2 and 3 and
i = 1,2, ..,n.

a. For a,a,, 1 wherem = 1,2 and 3

The labeling function on edge defined as ana;, +1 is f(amam+1) = If (an) —

f(am +1)I. It will be proven that f(amnan, +1) is always different for every m =

1,2,3.
Casel:m=1
f(a,az) = |f(ay) — f(ax)|
=10-(2n + 2)|
=2n + 2
Case2:m = 2
f(azas) = |f(az) — f(a3)l
=|(2n +2) - ()|
=n + 2
Case3:m= 3
f(aza,) = If (as) — f(ay)l
= (-1
= n—1

Thus, it is proven that f(a;,a,, 4+ 1) is always different for every m = 1,2, 3.

4. For a;b} wherei = 1,2,...,n
Define the labeling function on the side a,b} is f(a,b} ) = | f(ay) — f(b} )| It will
be proved that f (a1 bil ) always different for every i = 1,2,...,n.
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Casel:i=1
fla;b}) = |f(a) — F(bD)]
= [0—(2n+3)|
= 2n+3
Case2:i>1

Taken any edge a,b}, a,b; € E(U(S,)) with ay, b}, by € V(U(S,)). It is defined
that f(a;b} ) = |f(ay) — f(b})| and f(aib}) =|f(a)) — f(bi)|- It will be
proved if i # k then f(a, b} ) always different from f(a,bj).
flabt) = |fCay) - £(b})) f(aibt) = |f(a) - f(b})|
10— 2n+3-10)] 10— (2n+3— k)|
= 2n+3-i = 2n+3-k

Since i # k then 2n + 3 — i # 2n + 3 — k. So, itis proven that f(a, b} ) # f(a,b})

fori> 1.
Thus, it is evident that f (albil ) always different, fori = 1,2,...,n.

For a4bl-2 wherei = 1,2,...,n
Take any edge a,b?, a,b? € E (U(S,)) with ay, b?, b € V (U(Sy)). It is defined that
fasb?) = |f(ay) — f(b?)| and f(asb? ) = |f(as) — f(b?)|- It will be proved if
i # kthen f(a4bi2) is different from f(a4b,3).
Casel:i <2

flasb?) = If(a4)—f(bzi2)| fasbi) = If(a4)—f(b2£)l
-+ () -+ ()

) o)

Because i # kthenn + (Z) -1 #n+ (E) — 1. So it is proved that
i k
f(asb?) # f(asb?) fori < 2.

Case2:i> 2
f(asb?) = |f(as) = f(bP)] flasbi) = |f(as) = f(bF)|
© 1= (= (i -2) = 1= (n- (k-2
n—i+1 = n—k+1

Because i # k thenn—i + 1 # n—k + 1. So, it is proven that f(a,b?) #
f(asb?) fori >2.
therefore, it is proven that f (a4bi2 ) always different, fori = 1,2,...,n.
Based on a, b, and ¢, it is evident that f(a;,am + 1), f (albil) and f (a4bi2 ) are always
different. Thus, based on 1, 2, and 3, it is proven that the U-star (U (Sn)) the graph
is a graph graceful forn > 2andn € N.m

Theorem 2. [12]A tree is skolem graceful if and only if it is graceful.

Proof Let f be graceful labeling of a tree G, then f + 1, defined by (f + 1)(x) = f(x) + 1,
for x € V(G), is a Skolem graceful labeling of G. Conversely, if f’ is a skolem graceful
labeling of G, then f’ — 1 is graceful labelling of G.

Theorem 3. The U-star graph (U(S,,)) is a graph skolem graceful forn > 2,n € N,

Proof Given the graph U-Star (U(S,)) with n > 2, n € N. By using Theorem 2., it is
proved that the U-star graph (U(S,,)) is a Skolem graph graceful forn >2andn € N.m
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3.2. Application of Graceful labeling and Skolem graceful labeling on U-Star Graph
in Cryptography

Application graceful labeling on graph U-Star (U(S,)) for cryptographic polyalphabetic
utilize their tables U(S,,) polyalphabetic cipher. Table U(S,) A polyalphabetic cipher is a
table constructed from a combination of letters with several punctuation marks. The
punctuation marks used in this table are dot (.) and dashes (-). The dash (-) is used to
represent a space. The table is used as a key in encrypting a message. The graph used to
form the table U(S,) polyalphabetic cipher is a graph U-Star (U(S,)) with n =12. The
graph was U(S;,) chosen because the number of a vertex on the graph is the U(S;;) same
as the number of letters in the alphabet plus dot (.) and dashes (-). Formation of table
U(Sy) polyalphabetic cipher starts by forming the graph U(S,), such that the degree of
each vertex at the center of the star graph S, is n + 1. In this case, the graph used is
U(S12). The shape of the graph U(S;,) can be seen in Figure 4 below.

Figure 4. Graph U(S;3)

Next, graph U(S;,) is labeled with graceful labeling using the labeling function pattern
obtained in Theorem 1. The results of graceful labeling on the graph U(S;,) can be seen
in Figure 5 below.

Figure 5. Graceful labeling on graph U(S;;)
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After that, the number of labels on the vertices and edges of the graph is U(S;,) they are
transformed into letter labels and punctuation marks. The transformation of the label at
the vertex of the graph U(S;,) starts from the numbers 0 = a,1 = b,...,25 = z. Label
26 is transformed into a dot punctuation mark (.), and label 27 is transformed into a dash
(-)- Meanwhile, the label transformation on the side of the graph U(S;;) starts from the
numbers 1 = a,2 = b,..,26 = z, and label 27 is transformed into a dot punctuation
mark (.). The results of the label transformation are obtained in Figure 6.

Labels on each side that are directly related to a vertex are written into the table U(S,,)
Polyalphabetic cipher. Every column and row are the same in the table U(S,) The
polyalphabetic cipher must have different letters or punctuation marks. It is intended
that the ciphertext obtained is more random and avoids the possibility of multiple
meanings in the message description process. The still empty blocks are filled with
letters or punctuation marks that have not been used in other blocks. The results are
obtained in Table 1.

Figure 6. Transformation of labels on graph U(S;,)

Furthermore, Table 1 will be used as a key in encryption and message description.
Encryption algorithm with U (S;) polyalphabetic cipher can be seen in Figure 7.

Table 1. U(S,) polyalphabetic cipher

Plaintext Ciphertext
a z p q r s t U v w x y
b k b ¢ d e f G h i j I m
c a z o p q o r s T u v w x vy
d b zZ o p q r S t u v w Xx
e c y z o p q R s t u v w
f d x vy z o p Qr s t u v
g e W X Yy z o P q r s t u
h f v w x y z O p q r s t
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Plaintext Ciphertext
i g u vV W X Yy Z o p q r s
j h t uwv wx vy . z o p - n
k i s t u v w x Y - n p q
1 J] r s t u v w - n zZ o0 p
m n qr s t - n Wx y zZ o0
n l p g - nt u V w x y z
0 m - n r s u v X 'y z o q r
p o k a b c¢c d e F g h i j 1
q p m k a b ¢ d E f g h i j
r ql mk a b ¢ D e f g h i
s r j 1 mk a b C d e f g h
t s i j I mk a B ¢ d e f g
u t h i j 1 mk A b ¢ d e f
\4 u g h i j 1 m K a b c d e
w v f g h i j I Mk a b n -
X we f g h i j L mn - b c
y x d e f g h i N - m k a b
z y ¢ d e f n - I j 1 mk a
- b cn - f g Hi j I mk
- n - d e g h J 1 k a c d

Algorithm with U(Sn) polyalphabetic cipher
Steps of the encryption process as
1. Start
Show plaintext
Divide plaintext into n+1 equal block
Show the U(Sn) table of a polyalphabetic cipher
Match each letter in the plaintext with the U(Sn) table of a polyalphabetic cipher
Change each letter in plaintext into ciphertext according to the block sequence in
the table U(Sn) polyalphabetic cipher
Show ciphertext
Finish

A

N

Given Example 2 below.

Example 2. Given plaintext: Department of Mathematics, Untan

Obtained plaintext and ciphertext, the corresponding areas follows.

jj ur usan- matem atika-untan

hhmjksuj x wevo zivur gkvecwy
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Application of labeling the Skolem graceful labeling on a graph U(S,,) for cryptography,
polyalphabetic can be performed using the same steps as apply graceful labeling to a
graph U(S,) for cryptography polyalphabetic. The graph used is a U-star graph (U(S,))
with n = 12. The Skolem graceful labeling on the graph U(S;;) can be done using
Theorem 3.2. The transformation of number labels into letter labels on vertex and edges
of the graph U(S,) starts from the numbers 1 = a,2 = b,...,26 = z. Meanwhile,
number 27 is transformed into a dot punctuation mark (.), and number 28 is transformed
into a dash (-).

4. Conclusion

Based on the above discussion, it can be concluded that a U-star (U(S,)) graph is a
graceful graph and a Skolem graceful. Besides, the graceful labeling and Skolem
graceful labeling graph U-Star (U(S,)) can be used to generate a table of U(S,)
polyalphabetic cipher. The table is then used as a key for encryption and description of
the message or information.
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